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Why a
portable kit

for Network
Forensics?

Network forensicsand cybersecurityteams need to have the ability to intercept network traffic and
capture data packetsin reaktime to thwart threats and live attacks Corporateorganisationgnay set up
the network-interception and traffic-capture mechanismaccordingto the sizeand architecture of their
network. For example,companieshaving large networks with distributed datacenterswould deploy
multiple capture points feedingto a central packet analysisappliance(aka network analyseJ able to
receiveandanalysedataat 10 Gbpsor evenup to 40 Gbps

But not all companieshave multiple datacentersin a distributed architecture In fact, most smaltto-
mediumorganisationshaveits entire ITinfrastructurehostedat a singlesite. And most of them arenot in
apositionto investheavilyin costlynetwork/securityanalysigproducts [ S &d@eptit ¢ top management
prefers to spend their budget on IT production equipment rather than on IT support equipment,
especiallyexpensivenetwork analysers

Smallto-medium enterprisescan alwaysbenefit from a portable network forensicskit. Much lighter on
the pocket,it still enablesyouto perform reattime forensicsanalysison any segmentof your network on
an on-demandbasis Evenlarge multi-branchorganisationsannotdenyits usabilityand benefit. Imagine
a cyberattack casein whicha branchgetsdisconnectedrom the headofficeandthe local ITteam wants
to conduct a forensicsanalysison their 6 NJ- Y iBtérgaBnetwork. Or, what if the network analyser
appliancegetsisolatedwithin a datacenterdueto anissuein the internal connectivity?Forsituationslike
these, the IT team in evena large enterprisewould find a portable forensicskit highly valuableduring
that window. Thebeauty of a portable network forensicskit is in the flexibility to carryit on to anyfield
location with the ability to instantly plug it on any network segmentwithout needinga power source

Thatis, the kit shouldbe readyto hit the groundrunning



A laptop

Thefirst thing you would need is a laptop. While

this soundsobvious, care must be taken to make
sureyou havethe right laptop readyfor a network
forensicsjob. Talkingabout the specificationshere

are the minimums a memory of 4GB, a storage
capacity(SSDf at least500GB,a network card of

1Gbps,a USB3.0 port, and a battery backupof 3

hours Most modern laptops today already come
with those specs While HDD is shipped more

commonly,we highly recommendto have an SSD
(Solid State Drive) based storage since they are

muchfasterthan HDDand speedis what you would

need Before you begin to perform forensics
analysison your network, you would first need to

captureandstore packetson your laptop.

Having SSDstorage would give a significanttime
advantageif you canstore and parsethe packetsas
quick aspossibleduring a securitycrisis Compared
to an HDD,which hasa maximumdiskwrite speed
of 150 MB/sec,an SSDwrites to diskmuchfasterat
300 MB/sec (evenmore than that for some SSDs
Thisis critical becauseyou would need to have at
least 250 MB/sec of diskwrite speed, as we will

explainin the next section
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Building a portable
Network Forensics

kit

For forensics analysis on an on-demand
basis, you can build a portable kit for just a
few thousand dollars (i.e. less than $5,000).
Following are the 3 things you would

need at a minimum.

A key point to remember is that this laptop
shouldnot be a commonmachineunder routine
use by the IT team, as that would mean lots of
applications installed on it, with significant
registry changesand memory load, resulting in
slower performance Rather, this laptop should
be a specific machine dedicated for special
purposes, such as forensics analysis or field
troubleshooting

Asfor the requirementof havinga USB3.0 port,

you will come to know the reasonin the next

section
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Building a portable

Network Forensics

kit

A packet analyser

Next, you would need a packet analyser (also
known as packet sniffer), which is a tool (software
or hardware)that canlog, parse,and analysetraffic
passingover a network. As data flows over the
network, the packetanalyserreceivesthe captured
data packetsand decodesthe packet'sraw data
revealingthe valuesof variousfields in the packet
(e.g. TCPheader, Sessiondetails, etc). You can
analysethese valuesaccordingto the appropriate
RFCspecificationsto deduce whether the packet
underwent any abnormal behaviour during its

transportationbetweenthe network points.
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There are various operntsource packet analysers
available as well, out of which WireSharkis the

most popularand free too. While its functionality is

similarto the dtcpdumgg tool, the bestpartisthat it

hasa GUIfront-end with integratedfiltering options
which are really usefulto sort through the packets
in lesstime. More details of how to benefit from

thisfeatureisdescribedin the nextsection

A portable network TAP

In order to pursuenetwork forensics,you would
need to have a proper mechanismof packet
capture for intercepting and capturing packets
from live traffic. Out of the two waysto capture
packets,port mirroring (aka SPAN)and network
TAP,the latter is more reliable and accurate
Becausea TAPcapturespacketson the wire, it
can guaranteefull capture of 1002 of packets
from live traffic in reattime. TAPsare beingused
extensivelyin securityapplicationsbecausethey
are non-obtrusive and are undetectableon the
network, having no physicalor logical address
Thus, the forensics team can execute their
activityin completestealthmode.

Amongst the various types of TAPsavailable
today, portable TAPsare fast gainingpopularity
due to the flexibility to carry them on the field
and deploy them instantly at any location They
easilyhook up to your laptop, andwith atool like
Wireshark installed, your laptop turns into a
portablekit readyto diginto anytroubleshooting
or forensicstask at hand Most manufacturers
have their own variety of portable TAPs
However,not all of them are asgoodasthey may
sound Someof them are powerful but complex
as well to handle without being truly portable.
Some of them are easy to deploy but not
powerful enoughto capture the traffic fully. A
portable TAPthat is powerful enoughto take on
the full traffic, and yet easyto deployon the field
fastenough,isthe right tool to have



Youneed a portable network TAPsuchthat it does
not haveany bottleneckor baggageasdescribedin
the previoussection A portable TAPthat is truly
portable, i.e. pocketsizedand easilyconnectsto a
laptop, and yet powerful enoughto fully capture
10 of the traffic without any loss of packetsor

lagin packettiming.

Meet ProfiSharltG ¢ the ¢ 2 NIb&Qfastestand
truly portable network TAPreadyto hit the ground
running for any kind of packetcapturein any field
location ProfiSharkG is pocketsized and yet
power-packed It works as an allin-one packet
capture tool without the bottleneck of any packet
drop or time delay. With the 2 x Gigabitnetwork
ports, it easilycombinesthe two traffic streamsto
transport over a singlemonitoring port. Andit does
not use a Gigabit NIC as the monitoring port.
Instead,it utilisesthe power of USB3.0, which can
transfer data at up to 5 Gbps Henceit can easily
transport 2 Gbpsof aggregatedtraffic stream (1G
from eachdirection)overa USB3.0 link. Thismeans

that the buffer memoryR 2 S &ngea drop any
packetsand R 2 S dhgv@td store packetslong
enoughto impactits timing. And becauseit can
easilyconnectto yourf | LIGUBSBICIEithe best
part of the plug-&-play ProfiSharkG is that it is
not dependent on an external power source
Combined with a laptop, you have a truly
portable and powerful packetcapture & analysis
kit ready to use at any location without
dependingon a power source

The ProfiShark 1G can capture and transfer
packetsdirectly to your laptop at full line-rate ¢
2Gbps¢ providedyou have SSDn your laptop as
we recommendedin the previous section (In
order to capture and store packetsat full-line
rate of 2Gbps,a diskwrite speedof 250 MB/sec
is required Most SSDsave diskwrite speedof
300MB/secand above) All packetsare captured
in reattime with nanosecondtime-stamping at
hardware level on each packetasit entersthe
TAR This allows reakttime analysisof captured
traffic with nanosecondesolution

TheProfiSharkLG comeswith its own GUtbased
configurationsoftware, the ProfiSharkManager,
which works in parallel with any network
analyser (Wireshark Omnipeek Colasoft etc.)
and is compatiblewith both Windowsand Linux
platforms You can easily configure the
ProfiSharklG using the variousfeatures shown



