


Network forensics and cybersecurity teams need to have the ability to intercept network traffic and 

capture data packets in real-time to thwart threats and live attacks. Corporate organisations may set up 

the network-interception and traffic-capture mechanism according to the size and architecture of their 

network. For example, companies having large networks with distributed datacenters would deploy 

multiple capture points feeding to a central packet analysis appliance (aka network analyser) able to 

receive and analyse data at 10 Gbps or even up to 40 Gbps. 

 

But not all companies have multiple datacenters in a distributed architecture. In fact, most small-to-

medium organisations have its entire IT infrastructure hosted at a single site. And most of them are not in 

a position to invest heavily in costly network/security analysis products. [ŜǘΩǎ accept it ς top management 

prefers to spend their budget on IT production equipment rather than on IT support equipment, 

especially expensive network analysers. 

 

Small-to-medium enterprises can always benefit from a portable network forensics kit. Much lighter on 

the pocket, it still enables you to perform real-time forensics analysis on any segment of your network on 

an on-demand basis. Even large multi-branch organisations cannot deny its usability and benefit. Imagine 

a cyber attack case in which a branch gets disconnected from the headoffice and the local IT team wants 

to conduct a forensics analysis on their ōǊŀƴŎƘΩǎ internal network. Or, what if the network analyser 

appliance gets isolated within a datacenter due to an issue in the internal connectivity? For situations like 

these, the IT team in even a large enterprise would find a portable forensics kit highly valuable during 

that window. The beauty of a portable network forensics kit is in the flexibility to carry it on to any field 

location with the ability to instantly plug it on any network segment without needing a power source. 

That is, the kit should be ready to hit the ground running. 



The first thing you would need is a laptop. While 

this sounds obvious, care must be taken to make 

sure you have the right laptop ready for a network 

forensics job. Talking about the specifications, here 

are the minimums: a memory of 4GB, a storage 

capacity (SSD) of at least 500GB, a network card of 

1Gbps, a USB 3.0 port, and a battery backup of 3 

hours. Most modern laptops today already come 

with those specs. While HDD is shipped more 

commonly, we highly recommend to have an SSD 

(Solid State Drive) based storage since they are 

much faster than HDD and speed is what you would 

need. Before you begin to perform forensics 

analysis on your network, you would first need to 

capture and store packets on your laptop.  

 

Having SSD storage would give a significant time 

advantage if you can store and parse the packets as 

quick as possible during a security crisis. Compared 

to an HDD, which has a maximum disk-write speed 

of 150 MB/sec, an SSD writes to disk much faster at 

300 MB/sec (even more than that for some SSDs). 

This is critical because you would need to have at 

least 250 MB/sec of disk-write speed, as we will 

explain in the next section. 

 

A key point to remember is that this laptop 

should not be a common machine under routine 

use by the IT team, as that would mean lots of 

applications installed on it, with significant 

registry changes and memory load, resulting in 

slower performance. Rather, this laptop should 

be a specific machine dedicated for special 

purposes, such as forensics analysis or field 

troubleshooting. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  

As for the requirement of having a USB 3.0 port, 

you will come to know the reason in the next 

section. 

 



Next, you would need a packet analyser (also 

known as packet sniffer), which is a tool (software 

or hardware) that can log, parse, and analyse traffic 

passing over a network. As data flows over the 

network, the packet analyser receives the captured 

data packets and decodes the packet's raw data 

revealing the values of various fields in the packet 

(e.g. TCP header, Session details, etc). You can 

analyse these values according to the appropriate 

RFC specifications to deduce whether the packet 

underwent any abnormal behaviour during its 

transportation between the network points. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

There are various open-source packet analysers 

available as well, out of which WireShark is the 

most popular and free too. While its functionality is 

similar to the άtcpdumpέ tool, the best part is that it 

has a GUI front-end with integrated filtering options 

which are really useful to sort through the packets 

in less time. More details of how to benefit from 

this feature is described in the next section. 

In order to pursue network forensics, you would 

need to have a proper mechanism of packet 

capture for intercepting and capturing packets 

from live traffic. Out of the two ways to capture 

packets, port mirroring (aka SPAN) and network 

TAP, the latter is more reliable and accurate. 

Because a TAP captures packets on the wire, it 

can guarantee full capture of 100% of packets 

from live traffic in real-time. TAPs are being used 

extensively in security applications because they 

are non-obtrusive and are undetectable on the 

network, having no physical or logical address. 

Thus, the forensics team can execute their 

activity in complete stealth mode. 

  

Amongst the various types of TAPs available 

today, portable TAPs are fast gaining popularity 

due to the flexibility to carry them on the field 

and deploy them instantly at any location. They 

easily hook up to your laptop, and with a tool like 

Wireshark installed, your laptop turns into a 

portable kit ready to dig into any troubleshooting 

or forensics task at hand. Most manufacturers 

have their own variety of portable TAPs. 

However, not all of them are as good as they may 

sound. Some of them are powerful but complex 

as well to handle without being truly portable. 

Some of them are easy to deploy but not 

powerful enough to capture the traffic fully. A 

portable TAP that is powerful enough to take on 

the full traffic, and yet easy to deploy on the field 

fast enough, is the right tool to have. 



You need a portable network TAP such that it does 

not have any bottleneck or baggage as described in 

the previous section. A portable TAP that is truly 

portable, i.e. pocket-sized and easily connects to a 

laptop, and yet powerful enough to fully capture 

100% of the traffic without any loss of packets or 

lag in packet-timing. 

 

 

 

 

 

 

 

 

 

 

Meet ProfiShark1G ς the ǿƻǊƭŘΩǎ best, fastest and 

truly portable network TAP ready to hit the ground 

running for any kind of packet capture in any field 

location. ProfiShark1G is pocket-sized and yet 

power-packed. It works as an all-in-one packet 

capture tool without the bottleneck of any packet 

drop or time delay. With the 2 x Gigabit network 

ports, it easily combines the two traffic streams to 

transport over a single monitoring port. And it does 

not use a Gigabit NIC as the monitoring port. 

Instead, it utilises the power of USB 3.0, which can 

transfer data at up to 5 Gbps. Hence it can easily 

transport 2 Gbps of aggregated traffic stream (1G 

from each direction) over a USB 3.0 link. This means 

that the buffer memory ŘƻŜǎƴΩǘ need to drop any 

packets and ŘƻŜǎƴΩǘ have to store packets long 

enough to impact its timing. And because it can 

easily connect to your ƭŀǇǘƻǇΩǎ USB port, the best 

part of the plug-&-play ProfiShark1G is that it is 

not dependent on an external power source. 

Combined with a laptop, you have a truly 

portable and powerful packet capture & analysis 

kit ready to use at any location without 

depending on a power source. 

 

The ProfiShark 1G can capture and transfer 

packets directly to your laptop at full line-rate ς 

2Gbps ς provided you have SSD in your laptop as 

we recommended in the previous section. (In 

order to capture and store packets at full-line 

rate of 2Gbps, a disk-write speed of 250 MB/sec 

is required. Most SSDs have disk-write speed of 

300 MB/sec and above.) All packets are captured 

in real-time with nanosecond time-stamping at 

hardware level on each packet as it enters the 

TAP. This allows real-time analysis of captured 

traffic with nanosecond resolution. 

 

The ProfiShark 1G comes with its own GUI-based 

configuration software, the ProfiShark Manager, 

which works in parallel with any network 

analyser (Wireshark, Omnipeek, Colasoft, etc.) 

and is compatible with both Windows and Linux 

platforms. You can easily configure the 

ProfiShark 1G  using  the  various features  shown 


